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Tepmunb! 1 onpeneieHust
1. be3omacHOCTP MEPCOHANBHBIX [JAHHBIX - COCTOSHHUE  3alMIIEHHOCTH
IIEPCOHAJBHBIX  JAHHBIX, XapaKTepHU3yeMOe CIIOCOOHOCTBIO  IIOJIb30BaTelIeH,
TEXHUYECKUX  CPEACTB U  HMHGOPMALMOHHBIX  TEXHOJOTMHA  00eCnedYnTh
KOH(UIEHINATBHOCTB, IIETOCTHOCTh M JOCTYITHOCTh HEPCOHANBHBIX JAHHBIX TIPH UX
006paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX.
2. JlocTynl B ONIEPalMOHHYIO Cpedy KOoMIbloTepa (MHPOPMALMOHHON CHUCTEMBI
IIEPCOHAIBHBIX JAHHBIX) - TOJYYEHHE BO3MOXKHOCTU 3allycka Ha BHINOJHEHHE
INTAaTHBIX KOMaH, QYHKIUMH, MpOLENyp ONEpaldOHHON CHUCTEMBI (YHUYTOXKEHWUS,
KONMPOBaHUs, IMEpPEMELEHUs] U T.[.), KCIOJHAEMBIX (DalijioB NpPUKIAJHBIX
IpOrpaMM. |
3. Jloctynm K HUHpOpManMud - BO3MOXHOCTH IIOJNy4eHUs HH(opMamuu U ee
MCTIOJIb30BaHMUS.
4. Wpentuduxamuss - TOpuUCBOeHHE CyObekTaM UM OOBEKTaM  JOCTyma
uaeHtudukaTopa ¥ (WIM) CpaBHEHHE IPEIbABIAEMOro HIACHTH(UKaTOpa C
IIepeYHEM NPUCBOECHHBIX I/I,IIeHTI/I(i)I/IKaTOPOB.:
5. WHdopmanMoHHas CHUCTEMa NEPCOHAIBHBIX JaHHBIX - COBOKYIHOCTb
coJepxaluxcs B 0a3zaX JaHHBIX [EPCOHAIBHBIX JAaHHBIX U 00ECIEYMBAIOLINX UX
00paboTKy UHGOPMALIMOHHBIX TEXHOJIOTHIA U TEXHUYECKUX CPE/ICTB.
6. Hcrounuk yrpo3el OGe3onmacHocTH HHopMamuu - CyOBEKT AOCTyIa,
MaTepHaJbHEIi OOBEKT WIM (GHU3MYECKOE SBJICHHE, SBISIOUIMECS PUIHHON
BO3HUKHOBEHUS YTpo3bl 6€30M1aCHOCTH HH(POpMALIUH.
7. KoHTpoimupyeMas 30Ha - O3TO IpPOCTPAaHCTBO, B KOTOPOM HCKIIOYEHO



HEKOHTpPOJIMpYEeMOe MpeObIBaHHE COTPYJHUKOB U TIOCETUTENCH omeparopa Hu
MMOCTOPOHHUX TPAHCIOPTHBIX, TEXHUYECKUX U UHBIX MAaTEPUATbHBIX CPEJICTB.

8. HecankunoHupoBaHHBINA J0CTYyN (HECAaHKIIMOHUPOBAHHBIC JCUCTBHS) - TOCTYIT K
uHpopManuu wiaum  JedcTBus ¢ uHbOpManMel, Hapylialolude —MIpaBuia
pasrpaHUyeHus JO0CTYIa C UCIOJIb30BAHUEM IITATHBIX CPEACTB, MPEAOCTABISIEMbIX
MH(POPMALIMOHHBIMUA CUCTEMaMU MEPCOHATBHBIX JIAaHHBIX.

9. OOpabOoTka NEpPCOHANBHBIX JAaHHBIX - Jr00Oe jeiicTBue (omeparusi) WU
COBOKYITHOCTb JIeHCTBUI (omepariuii), coBepIIaeMbIX C HCIIOJIb30BAaHHEM CPEJICTB
aBTOMaTu3alMd Wid 0€3 HCMOJIb30BaHUsl TaKUX CPEACTB C MEPCOHATBHBIMU
JAHHBIMH, BKJIIOYas cOOp, 3alucCh, CUCTEMAaTHU3AIMIO, HAKOIUJIEHUWE, XpaHEHHE,
yrouHeHrue (OOHOBIICHHE, W3MCHEHHWE), HW3BJICUCHHE, HCIOJIb30BaHHUE, Mepeaaqy
(pacmpocTpaHeHUe, MPEAOCTaBACHUE, AOCTYM), OO0C3IMYMBaHUE, OJIOKHpPOBAHUE,
yAaJIeHUE, YHUUTOXKEHUE MTePCOHATBHBIX JIaHHBIX.

10. Omnepatop - rocy1apCTBEHHBIN OpraH, MyHUIIMNAIbHBIA OpraH, IOPUIUIECKOEe
Win  (QU3NYecKOoe JUI0, CAaMOCTOSITENIbHO WM COBMECTHO CAPYTMMH JIUIIAMU
opranusyioniie u (Wiv) OCyHIeCTBIAIOMUE 00pabOTKY NMEPCOHANBHBIX TaHHBIX, a
TaK)Ke OMpEACISIIomMUe eI 00paboTKM TEepCOHANbHBIX JaHHBIX, COCTaB
NEPCOHANBHBIX  JIAHHBIX, TMOJUIeXkKAIIUX 00paboTke, JAecTBUs  (omeparum),
COBEpIIIAeMbIE C IEPCOHATILHBIMU JTAHHBIMHU

11. IlepconanbHble AaHHbIE - Jr00ass UHGOpPMAIKs, OTHOCAINIAACS K MPSMO WU
KOCBEHHO OIPEJICIICHHOMY WIH ompenensieMoMy (usndeckomy Jiaiy (CyObekTy
MEPCOHANIbHBIX JAHHBIX).

12. Tlonw3oBatens MHGOPMAIMOHHON CUCTEMBI TEPCOHATBHBIX JAHHBIX -

U0, y4yacTBywmiee B (QYHKIMOHUPOBAHUU HHPOPMAIMOHHON  CUCTEMBI

MEPCOHANBHBIX JJAHHBIX WM UCTIOJb3YIOIEe pe3yabTaThI ee
(YHKIIMOHUPOBAHUS.
13. IlpaBmia pa3rpaHuyeHUS JTOCTyIa - COBOKYIIHOCTb  MpaBul,

periaMeHTUPYIONINX MpaBa A0CTyIa CYObEKTOB JIOCTYNa K 00bEKTaM JI0CTyIa.

14. Pecypc undopmanronHou CUCTEMBbl - HWMEHOBAHHBIA  3JIEMEHT
CHUCTEMHOI0, TMPUKIAJHOTO WU ammapaTHOro obOecnedeHus: (HYHKIUOHUPOBAHUS
MH()OPMALIMOHHON CUCTEMBI.

15. CpenctBa BBIYHCIUTENBHOM TEXHUKH - COBOKYIMHOCTh MPOTPAMMHBIX H
TEXHUYECKHX  DJIEMEHTOB CUCTEM 00paboTku JAHHBIX CIOCOOHBIX
(YHKIIMOHUPOBATH CAMOCTOSITEILHO WJIM B COCTABE APYTUX CUCTEM .

16. CyOBekT pgoctymna (CyOBEKT) - JIMIO WJIM MPOIecc, ICHCTBUS KOTOPOTO
periaMeHTUPYIOTCS TTpaBUJIaMU pa3TPaHUUCHUS JOCTYIIA.

17. Texuuueckue cpeacTBa UHGOPMAIMOHHON CHUCTEMbI NEPCOHAIBHBIX JAHHBIX -
CpPEeACTBAa  BBIUUCIUTENLHOW  TEXHUKH, HMHPOPMAIIMOHHO-  BBIYUCIUTEIbHBIE
KOMILUIEKCHI W CETH, CpEJACTBAa M CHUCTEMBbI Iepefaud, npuéma U oO0pabOTKU
MEPCOHABHBIX JAHHBIX (CPEICTBA M CHCTEMbI 3BYKO3aIlUCH, 3BYKOYCHJICHUS,
3BYKOBOCITPOM3BE/ICHUS, NIEPETOBOPHBIE U TEJIEBU3HOHHBIE YCTPOWUCTBA, CPEICTBA



W3TOTOBJICHUS, TUPAXKUPOBAHUS JOKYMEHTOB WM JIpyrU€ TEXHUYECKHE CPEJCTBA
00pabOTKH peueBoil, rpaduvecKol, BUaICO- U OyKBEHHO-IIM(POBOH HMH(BOpMAIKN),
nporpaMMmHbIe cpelcTBa (ONepanroOHHbIE CUCTEMbI, CUCTEMbI YIPaBJICHUS Oa3aMu
JAHHBIX U T.I1.), CPEACTBA 3aLIUTHI HHPOPMAIUH.

18.  VYrpo3sl 0€30MacHOCTH MEPCOHAIBHBIX JTaHHBIX — COBOKYIIHOCTb YCJIOBUH U
(akToOpoB, CO3JAOIIMX ONACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHUCJIE
CIly4ailHOro, J0cTyna K MEepCOHAIbHBIM JAHHBIM, PE3YJIbTaTOM KOTOPOTO MOXKET
CTaThb YHMUUYTO)XEHHE, U3BMEHEHHE, OJIOKUPOBAHUE, KOIMPOBAHUE, PACIPOCTPAHEHHE
MEPCOHATBLHBIX JTaHHBIX, @ TaK)Ke WHBIX HECAHKIIMOHUPOBAHHBIX NEUCTBHHA TPHU UX
00paboTke B MH(POPMALMOHHON CUCTEME NIEPCOHATBHBIX.

19. Vsaspumocts UCII[IH — HemocTaTOK MM CIa00€ MECTO B CHCTEMHOM WIIH
MIPUKIIATHOM IPOrPaMMHOM (mporpaMMHO-aIapaTHOM) obecrieyeHn
aBTOMATHU3UPOBAaHHON UWH(OPMALIMOHHOW CHUCTEMbI, KOTOPOE€ MOXET OBITh
MCII0IB30BAHO JJIsl peanu3alnuu yrpossl 0e3onacHocTu I1/1H.

20. IlemocTtHOCT, HH(pOpPMAIIMU - COCTOSAHUE HUHQPOpPMALMH, TMPU KOTOPOM
OTCYTCTBYET JI000€ €€ H3MEHEHUE JIMOO H3MEHEHHE OCYILIECTBISAETCS TOJIBKO
MpeIHaMEPEHHO CYObEKTaMU, UMEIOIIIMMH Ha HETO MPaBo.

NEPEYEHb COKPAIIIEHU
ABIIO - aHTUBUPYCHOU MPOTPaMMHOE 00ECTICUCHHE
APM - aBrOMaTH3MpOBaHHOE paboyee MECTO
NCII/x - nadopManimoHHasi cucTeMa MepCoHabHBIX JaHHBIX
JIBC - nokasibHasi BBIYUCIUTEIbHAS CETh
HCJI - HecCaHKIMOHUPOBAHHBIN JOCTYII
OC - onepanioHHas CUCTEMA
[T/ - mepcoHaNbHbBIE JAHHBIE
10O - nporpammMHoOe o0OecrieueHue
C3U - cpenctBa 3amuThl HHGOPMALIUU
C3I1/In - cuctema (rmoacucTeMa) 3alIUThI TEPCOHATBHBIX JTaHHBIX
TKVYMU - TexHuuyeckue KaHabl yTeUKu HH(OpMaLUU
VYBII/IH - yrpo3sl 6€30MacHOCTH MEPCOHABHBIX JaHHBIX

BBE/IEHUE
Hacrosmas Ilonmutuka wHpOpManmoHHOW O€30MacHOCTH MYHHITUIIAIIBHOTO
OI0/KETHOTO JIOUIKOJIBHOTO 00pa3oBaTeNbHOro yupexaeHus «Jlerckuit cag Ne63»
(manee - Omepartopa) pa3paboTaHa B COOTBETCTBHH C LIEISAMH, 3aJadyaMd U
MPUHIUIIAMH O0ecTieueHust 6€30MaCHOCTH MEPCOHANBHBIX JJAHHBIX.
[lonutuka pa3zpaboTaHa B COOTBETCTBUU C TpeOOBAHUSIMU HOPMATUBHBIX
JIOKYMEHTOB!
— @epepanbHoro 3akona ot 27 utonst 2006 r. Ne 152-®3 «O nepcoHanbHBIX
JTAHHBIX»;
— IloctanoBnenusi IlpaBurensctBa «OO0 yTBEpKAEHUM TPEOOBAHUU K 3alUTE
MEePCOHANBHBIX JIaHHBIX MPU UX 00paboTke B MHPOPMAIMOHHBIX CHUCTEMAaX



nepcoHabHBIX JaHHBIX» OT 01 HoaAOps 2012r. Nel119;

— Ilpukaza «O0 yTBEpKIEHHH COCTaBa U COJEpKaHUS OPTaHU3aLMOHHBIX U
TEXHUYECKUX MEpP MO O0EeCrneyeHU0 0e30MacHOCTH MEePCOHATbHBIX JTaHHBIX
npu ux o0paboTke B MH(OOPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX JaHHBIX »
ot 18 denpansa 2013 r. DCTIK Ne21.

B Tlonutuke omnpenenensl TpeboBanusi k mnepconany WCII[H, cTenenb
OTBETCTBEHHOCTH TMEPCOHAJIA, CTPYKTYpa U HEOOXOAUMBII YPOBEHB 3allUIIIEHHOCTH,
CTaTyC M  JOJDKHOCTHBIE OOSI3aHHOCTH  COTPYAHUKOB, OTBETCTBEHHBIX 32
obecrneueHne 6e30macHOCTH nepcoHanbHbIX HaHHbIX B UCIIIH MBJIOY .

1. OBIIIME NOJIOKEHUSA

Lensro HacTosmel [lonuTnkm sBaseTcs odecnedeHne 0€30IMacHOCTH 00OBEKTOB
3amuThl OnepaTopa OT BCEX BUAOB YIpO3, BHEIIHUX U BHYTPEHHUX, YMBIIIUICHHBIX U
HeIpeHAMEPEHHbBIX, MUHUMHM3ALIUS yiepoa oT Bo3MOXkHOM peanuzanuu Y BIT/IH.

Mepsl 110 o0ecrieueHu0 0€30MacHOCTH MEPCOHANBHBIX JIAHHBIX MTPUHUMAIOTCS
JUTSL 3aIIUTHI IEPCOHANBHBIX JAHHBIX OT HEMPABOMEPHOT'O WJIM CIy4aHOIo JOCTYIa
K HUM, YHUYTOXKEHHS, U3MEHEHUS!, OJIOKUPOBAHUS, KOMMPOBAHUS, IPEOCTABICHUS,
pacIpoCTpaHEHUs] TMEPCOHATBHBIX JAHHBIX, @ TaKXEe OT HMHBIX HENPaBOMEPHBIX
JEUCTBUM B OTHOLIEHUU NIE€PCOHAJIBHBIX JAHHBIX.

Nudopmanus U cBA3aHHbIE ¢ HEH pecypchl JOMKHBI OBITh JOCTYIMHBI st
aBTOPU30BAHHBIX TOJIb30BaTeNel. JIOMDKHO OCYIECTBIATHCS CBOEBPEMEHHOE
oOHapy>keHue u pearupoanue Ha YBIIJIH.

JIOMKHO ~ OCYHIECTBISITHCS ~ MPEAOTBpAIlCHUE  NPEAHAMEPEHHBIX  WIIU
CIIy4yalHbIX, YACTUYHBIX WM MOJHBIX HECAHKIIMOHUPOBAHHBIX MOAU(UKAIUN, WU
YHUYTOKEHUSI TaHHBIX.

2.0BJIACTD JIEVICTBUS
TpeboBanus Hactosied [ToaUTUKH pacpOCTPaHSIOTCS HAa BCEX COTPYIHHUKOB
Omnepartopa (IITaTHBIX, BPEMEHHBIX, PAa0OTAIOIIUX MO KOHTPAKTY U T.II.), a TaKKe
BCEX MPOYMX JIHIL (MTOJIPSITYUKH, Ay TUTOPHI U T.I1.).

3. CHUCTEMA 3AHIATHI IEPCOHAJIBHBIX JTAHHBIX

Cuctema 3amuThl epcoHanbHbIX AaHHBIX (C3I1/IH), CTpOUTCS Ha OCHOBAHUM:

— II€pEYHs NEPCOHAIBHBIX JAHHBIX;

— YaCTHOW MOJIEJIA AKTYaJIbHBIX YIPO3 U BEPOATHOTO HAPYLIUTEIIS;

— TIOJIOXKEHUA O PA3TPAHUYEHUH MPaB JOCTYIA K NEPCOHAIBHBIM JaHHBIM;
— HopMatuBHBIX T0KyMeHTOB ®CTOK n ®Cb Poccun.

Ha ocHOBaHMM 3THUX JOKYMEHTOB OIpeAeNnseTcss HeoOXOIUMBbI YpOBEHb
samuuieHHoctn  [1/In kaxgon HMCII[AH Omnepatopa. Ha ocHoBanum ananuza
aKTyaJgbHbIX yrpo3 OezomacHocTu I[IJIH omucannoro B YactHoil mMozaenu yrpo3 u
HapyLIUTeNs, JeNaeTrcs  3akiIloYeHWe O  HEOoOXOJUMOCTH  HCIOJIb30BaHUs
TEXHUYECKUX CPEJICTB U OPraHU3alMOHHBIX MEPONPUSATUN JJisi oOecreueHus



6e3onacHoctu [1/1n.OpranuzaiionHbie MEPONIPUSATHUS T0KHBI BKIIFOUAT
— TIpaBOBOE OCHOBaHUE JJisi cOOpa MepCOHANbHBIX JAHHBIX
— olpeJieNieHne OTBETCTBEHHBIX JIUII 32 COOJI0/IEHHEM Mep 0€30MaCHOCTH
— 3alllUTy NEPCOHAIBHBIX JAaHHBIX, 0OpabaThiBaeMbIX 0€3 CPEeACTB
aBTOMAaTH3all1U;
— 3alllUTy NEPCOHANIBHBIX JAaHHBIX, 00padaThIBAEMbIX C MPUMEHEHUEM CPEJICTB
aBTOMAaTU3AIUH;
— 3aIuUTy OOBEKTOB OT XHUILCHHUS;
— 3allUTy ChEMHBIX HAKOMUTEJEH, COJepKAINX MTePCOHATbHBIC TaHHBIE,
— BONPOCHI YHUUTOXKECHUS TIEPCOHATILHBIX JAHHBIX.
B 3aBucumocTu ot ypoBHs 3aumumieHHoctd UCII/Ix n aktyanensix yrpo3, C3I1/Ix
MOXET BKJIFOYATh CJIEAYIOIINE TEXHUUECKUE CPEJICTBRA!
— 3alluTa OT HECAHKI[MOHUPOBAHHOTO JOCTYIA K NEPCOHAIHBIM JIAHHBIM;
— aHTUBHUPYCHAd 3alluTa JJisl pab0yuX CTAHIIUI MOJIb30BaTEIEH U CEPBEPOB;
— MEXCETEBOE SKPAHUPOBAHUE;
— oOHapyXeHue BTOPKEHUH;
— KOHTPOJIb 3alIUIIIEHHOCTH NEPCOHANIHBIX JAHHBIX;
— Kpunrorpaduueckas 3amura WHGOpPMAIUMU, MpU Nepenaye 3aluuaeMoi
uH(popMaluu 1Mo KaHajaam CBSI3U;
— 3alluTa Cpeibl BUPTYyaIu3alluu.

4. TPEBOBAHUA K IOACUCTEMAMC3IIn
C3I1IH MOXeT BKIIIOYaTh B c€0s CIEAYIOLIUE OJICUCTEMBI:
— Unentuduxanusa u ayreHTU(PUKAIUA CYOBEKTOB JOCTyNa U OOBEKTOB JOCTYMA.
[logcucrtema oOecrneunBaeT TMPUCBOCHHE CYObEKTaM U OO0BEKTaM JOCTYyIa
YHUKQJIBHOTO  Tpu3Haka  (uaeHTU(HUKATOpa), CpPaBHCHHE  MPEIBSIBISICMOIO
cyobekTOM (00BEKTOM) JOCTyHa HICHTU(HUKATOpA C TEPEYHEM NPUCBOCHHBIX
UJACHTU(UKATOPOB, a TaKXKe IPOBEPKY MPHHAUICKHOCTH CyOBeKTy (0OBEKTY)
J0CTYTIa IPEIBbSIBICHHOTO MM HIAeHTH(HKaTOpa (TOATBEPIKACHNUE TOTTAHHOCTH ).
— YnpaBieHue AOCTYNOM CYOBEKTOB JocTyna K oObekTtaM goctyna. Iloacucrema
o0OecrieunBaeT ymOpaBieHUE IMpaBaMU U TMPUBUICTUSMH CYOBEKTOB JOCTYIA,
pasrpaHMyeHue J0CTyna CYOBEKTOB JOCTyna K OOBEKTaM JOCTyla Ha OCHOBE
COBOKYIHOCTM  YCTAHOBJIICHHBIX B  HH()OPMAllMOHHOW  CHUCTEME  MpaBUI
pasrpaHUyEHusl JIOCTYMa, a TAKKe 00ECIeYMBAET KOHTPOJb 3a COOJIOJIEHUEM 3TUX
MpaBuJl.
— Orpanuuenust nporpaMmmHoil cpeasl. [logcucrtema oOecrneunBaeT YCTAaHOBKY U
(uiM) 3amycK TOJNIBKO pa3pelleHHOr0 K HCIOJIb30BaHUI0 B HH(OPMAMOHHON
CUCTEME IPOrpaMMHOI0 OOECIEUECHHS] UM MCKII0YaTh BO3MOXKHOCTh YCTAHOBKHU U
(unm) 3amycka, 3amnperieHHOro K HCIIOJIb30BAHHUI0 BUH(OPMAIIMOHHOW CHCTEME
MPOTPaMMHOT0 OOECIICUSHHS.
— Peructpanus coOwiTuii 6e3onacuoctu. [loacucrema obecneunBaeT cOop, 3aMucCh,



XpaHEeHUE U 3alUTy UHPOPMAIIUU O COOBITUAX 0€30MacHOCTH B MH(POPMAIIMOHHOM
CUCTEME, a TaKK€ BO3MOKHOCTh MPOCMOTpPa M aHajau3a MHPOPMALMH O TaKHUX
COOBITUSAX U PearupoBaHUE HA HUX.

— AHTUBHUpYCHas 3alluTaA. [loacucrema o0OecrieunBaeT oOHapyx eHue
BUH(POPMAITMOHHON CUCTEME KOMIBIOTEPHBIX MPOTPaMM MO0 UHOU KOMIBIOTEPHOM
uHpopManuu, npeaHa3HauYeHHOMN JJISHECAHKIIMOHUPOBAHHOTO  YHUYTOXKEHHUS,
OJIOKMpOBaHUs, MOAU(UKAIMK, KOIMMPOBAHUS KOMIIBIOTEPHOW HH(POpMALUU WIH
HEWUTpaIu3alMu CPEACTB 3alllUThl HMHPOpPMAIMK, a TaKXKEe pearupoBaHuE Ha
oOHapy>XeHHUE ATUX MPOrpaMM U UHPOpMaIIH.

— Ob6Hapyxenue (mpenoTBpaimieHne) BTOpkeHuid. [lojcucTemMa obOecreunBaeT
oOHapyXeHue JeHUCTBUH B HHQPOPMAIIMOHHOM CHCTEME, HalpaBJICHHBIX Ha
HECAHKI[MOHUPOBAHHBIA NOCTYNn K WH(OpManuu, crelnuaibHble BO3JECUCTBUS Ha
WHPOPMAITMOHHYIO CUCTEMY M (WJIHM) MEePCOHAJIbHBIC JaHHBIC B IEISIX JTOOBIBAaHUS,
YHUYTOXKEHHUSI, UCKAXKEHUS U OJIOKMPOBAHUS JIOCTyNa K NMEPCOHAILHBIM JaHHBIM, a
TaKXe pearupoBaHUEe HA 3TU JICUCTBUSL.

— Kontponpr (aHanu3) 3amMINEHHOCTH IEePCOHAIBHBIX JaHHBIX. [logcucrema
o0OecrieunBaeT KOHTPOJb YPOBHS  3alllMIIEHHOCTH TEPCOHANBHBIX JIAHHBIX,
oOpabaTbiBaeMbIX B HMH(MOPMAIMOHHOW  CcUCTEMe, TMyTeM  MPOBEACHUS
CUCTEMAaTUYECKUX MEPOIPUATHI MO aHaIu3y 3allUIIEHHOCTH WH(OPMaIMOHHOU
CUCTEMBI U TECTUPOBAHUIO PAOOTOCIOCOOHOCTH CUCTEMBI 3AIUTHI MEPCOHATBHBIX
JTAHHBIX.

— OO0ecrnieueHre 1EIOCTHOCTU HWH(OPMALIMOHHOW CHUCTEMBI M TMEPCOHATBHBIX
JTAHHBIX. [Toncucrema obecrieunBaeT oOHapyx eHue (haxkToB
HECAHKI[MOHUPOBAHHOT'O HAPYIIEHUS 1EJIOCTHOCTH MH(GOPMAIMOHHON CUCTEMBI U
colepXKaluxcsi B HEH TNEPCOHANBHBIX JAaHHBIX, a TaKXKe BO3MOXHOCTh
BOCCTAHOBJICHHUSI MH()OPMAIIMOHHOW CHUCTEMBI U  COJAEpKaIUXCA B  HeEH
MEepCOHANBHBIX JaHHBIX.OO0ecrneueHne JOCTYMHOCTH TEePCOHANbHBIX JIAHHBIX.
[loacucrema oOecrieuMBaeT aBTOPU30BAHHBIM JOCTYI MOJIL30BaTENCH, UMEIOMINX
mpaBa Mo JA0CTYNY, K MEPCOHATBHBIM JJAHHBIM, COJIEpPKAIUMCS B UH(DOPMAIIMOHHOMN
CUCTEME, B IITATHOM pexuMe (PYHKIIMOHUPOBaHUSI HHGOPMAITMOHHON CUCTEMBI.

— 3amura cpeabl BupTyanuzanuu. [loacucteMa UCKIt0oUYaeT HECAaHKITMOHUPOBAHHBIHN
JOCTYIl K TEPCOHAIBHBIM  JaHHBIM, 00pabaThiBa€MbIM B  BHPTyalbHOU
UHPPACTPYKTYpE, U K KOMIIOHCHTaM BHUPTYaIbHOH HH(pACTpyKTypbl W (WIIH)
BO3JICIICTBME HAa HUX, B TOM 4YHCIE K CpEACTBAM YIPaBIICHHUS BUPTyalbHOU
UHPPACTPYKTYPOH, MOHHUTOPY BHUPTYaJIbHBIX MaIlMH (THIIEPBU30PY), CHCTEME
XpaHeHHWs JaHHBIX (BKJIIOYash CHCTEMY XpaHEHUS 00pa3oB  BUPTYaJIbHOM
UHPPACTPYKTYPBI), CETH TMepeaadd TaHHBIX Yepe3 IJIEMEHThl BUPTYaJIbHON WM
¢buznvyeckoi HHPPACTPYKTYPhI, TOCTEBBIM ONEPALIMOHHBIM CUCTEMaM, BUPTYaJIbHbIM
MaiHaM (KOHTEWHepaMm), CHUCTEeME M CeTH pCIUIMKAIlMH, TCPMUHAIBHBIM U
BUPTyaJbHBIM YCTPOWCTBAM, a TakKKe CHUCTEME pPE3EepPBHOIO KONMUPOBAHUSA U
CO3/1aBa€MBIM €10 KOIHUSIM.



— 3amuTa TexHudeckux cpencts. [loacucreMa MCKItOUYaeT HECAHKIIMOHUPOBAHHBIN
JOCTYNl K  CTAallMOHAPHBIM  TEXHUYECKUM  CpeACTBaM, 00pabaThIBarOIIUM
NepcoHaNbHbIE JaHHBIE, CpEACTBaM, OOECMEeUUBAIOUM (PYHKIIMOHHUPOBAHHUE
WHPOPMAITMOHHOW cHCTeMBbI (fanee - cpencTBa obecnedeHuss (yHKIIMOHUPOBAHHUS),
U B TIOMEUIEHUS, B KOTOPBIX OHU MOCTOSTHHO PACMOJIOKEHBI, 00ECTIEUNBACT 3aIUTY
TEXHUYECKUX CPEJICTB OT BHEIIHUX BO3JCUCTBUI, a TakKe 3alIUTy MEPCOHAIbHBIX
JAQHHBIX, MPEJCTABICHHBIX B BHUJIE€ MUH(POPMATUBHBIX DJIEKTPUUECKUX CUTHAJIOB U
(hU3UYECKHUX TOJICH.

— 3ammuTta UHGOPMAIMOHHON CHUCTEMBI, €€ CPEACTB, CUCTEM CBS3UM M Mepelraydu
nanubix. llomcucrema obOecneynBaeT 3alUTy MEPCOHANBHBIX JIAHHBIX MPHU
B3aUMOJICHCTBUM HH(OPMAIMOHHON CHUCTEMbl WM €€ OTACIbHBIX CETMEHTOB C
WHBIMU MH(POPMAIIMOHHBIMU CUCTEMaMH u MH(POPMAIIMOHHO -
TEIEKOMMYHHUKAIIUOHHBIMA ~ CETSMH TMOCPEACTBOM TPUMEHEHUS apPXUTEKTYphI
MH(QOPMALIMOHHOW CHUCTEMbl U TPOEKTHBIX PEIICHWI, HaMpaBIICHHBIX Ha
oOecrieueHre 6€30MaCHOCTU MEPCOHANTBHBIX JAHHBIX.

— BoisiBneHue uMHUUIEHTOB W pearupoBanue Ha HuX. llojmcucrema oOecreuuBaeT
oOHapyxeHue, uACHTU(UKALNIO, AaHaJIu3 HWHIUJICHTOB B HH(POPMAIIMOHHOM
CUCTEME, a TAKXKE MPUHATHUE MEP 10 YCTPAHECHUIO U IPEAYNPEKIECHUIO UHIIUEHTOB.
— Ynpasnenue koHburypamnueit nHGOPMAIUOHHON CUCTEMBI M CHCTEMBI 3aIUTHI
MepcoHaNbHBIX JaHHbIX. [logcucTemMa oOecreurBaeT yNpaBiIeHUE U3MEHEHUSIMU
KoHuUrypanuu MHGOOPMAIMOHHON CHCTEMBI U CHCTEMbI 3alllUTHI MEPCOHATBHBIX
JAHHBIX, aHAJIN3 MOTEHIUAIBHOTO BO3JICUCTBUS IIAHUPYEMbIX HW3MEHEHUU Ha
oOecrieueHre 0€30MaCHOCTH MEPCOHANBHBIX JIAHHBIX, & TAKXKE JTOKYMEHTHUPOBAHUE
3TUX U3MEHECHUU.

5. HOJBb30OBATEJIN UCITIH
B UCII[Ix Onepatopa MOKHO BBIACINUTH CIEAYIOLIME TPYIIBI MTOJIb30BATENIEH,
Y4aCTBYIOIIMX B 00paboTke u xpaneHuu [1/1H:
- aqmuaucTpaTopsl 6e3omacHocTu UCII/IH;mons3oBaTenu UCII/IH;
- CUCTEMHBIE aIMUHUCTPATOPHI.
JlaHHble O  Ipymnmax  IIOJb30Barelei, ypoOBHE HUX  JOOCTyna U
MH(OPMHUPOBAHHOCTH JOJDKEH ObITh OTpakeH B Ilon0)keHnn o pa3rpaHUueHUn MpaB
JOCTYIIAa K IEPCOHAJIBHBIM JJAHHBIM.

Anvmunucrtpartopsl 0esonacnoctu UCITIn
AJIMUHHCTPATOPOM OE€30MACHOCTH SIBIISIETCSl IITAaTHBIM coTpynHuk Omneparopa,
OTBETCTBEHHBIN 3a (yHKHoHupoBanue C3I1/IH.
AJIMUHHCTpATOp 0€30MacHOCTH 00JaJaeT CIEAYIOIUM YPOBHEM JOCTYIa U
3HAHUM:
— oOnanaer npaBamu aamuHuctpatopa UCII/H;
— oOmamaet monHOM nHpopmanueit 06 UCIITH;



HMMEET JIOCTYN K CpPeACTBaM 3allUThl UHPOPMAIIUU U MPOTOKOJUPOBAHUSA U K
4yacTu KJIro4eBbIX dj1eMeHToB UCII/IH;

HE MMEeT MpaB JI0CTYIa K KOHPUTYPUPOBAHUIO TEXHUUECKHUX CPEICTB CETH 3a
UCKIIIOYCHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

AJIMUHHCTpATOP OE30MaCHOCTU YIIOJHOMOYEH::

peanr30BbIBaTh MMOJUTHKHA Oe3omacHOCTH B 4acTu HacTtpouiku CK3HU,
MEKCETEBBIX DSKPAaHOB M CHUCTEM OOHApPYKEHHUS aTak, B COOTBETCTBUU C
KOTOPBIMH TI0JI30BATENIb IMOJYyYaeT BO3MOXKHOCTH padOTaTh C DJIEMEHTaMU
NCIIH;

OCYILIECTBIATh AyAUT CPEJCTB 3aILIUTHI;

YCTaHABIMBAaTh JOBEPUTEIIbHBIE OTHOIICHUS CBOEH 3AIMIIECHHOW CETH C
JIPYTUMH 3AIIUIICHHBIMH CETSIMH.

IMoab3oBaTear UCIIIH
[Tonb3oBatennem HCII[IH sBugeTcs wmTatHeli coTpyaHuk Orneparopa,

ocymecTBistonuii oopadotky 1. ObpadoTtka I1/]H BKiIFOUaeT:

BO3MOKHOCTB nnpocMotpa I1/1H,

pyunoui BBox I1/Ix B cucremy UCII/IH,

(dbopMUpOBaHHE CIPAaBOK M OTYETOB MO HUHGOPMALMM, MOJIYYEHHOU U3
NCIIAn.

[lonp30oBaTens HE HMMEET MNOJHOMOYHUM IJiL ynopaBJICHUA ITOJACUCTECMaMHU

o0paboTku nanubix u C3I1/1H.

[Tonb3oBarens UCII/IH o6anaer cieayomuM ypoBHEM JOCTYMNA U 3HAHUM |

oOlajaeT BCEeMH HEOOXOAMMBIMHU aTpuOyTamu (HampuMep, MapojeMm),
o0ecneynBarolMMU JOCTYIl K HEKOTOpOMY noAMHOxecTBY [1/1H;
pacronaraeT KOH(QUJICHIIUAILHBIMU TaHHBIMHU, K KOTOPBIM UMEET JOCTYII.

CucreMHbIe AIMUHUCTPATOPBI
CHUCTEMHBIM aIMUHUCTPATOPOM MOKET OBITh IITATHBIM cOTpyAHUK OmepaTopa

WIM JUIla CTOPOHHUX OpTraHU3aluid, OCYIIECTBIAIONIMX CBOM (QYHKIUU Ha

OCHOBAaHMM JBYXCTOPOHHETO Ha0roBopa. CHUCTEMHBIN aJIMUHUCTPATOP HE HMEET

MOJIHOMOYUH JIJIsl yIIPABJICHUS MOJACUCTEMAaMU 00pabOTKU JaHHBIX U O€30MaCHOCTH.

CuctemMHbIi aIMUHUCTpATOp oOO0JazaeT CIEAYIOIUM YpPOBHEM JOCTyna MU

3HAHUU

o0JamaeT 4acTeio HHPOPMAIUA O CUCTEMHOM W MPUKIATHOM TPOTPAMMHOM
ooecreuennn CII/IH;

oOnagaer 4yacThio MHGOPMAIIMUA O TEXHUYECKUX CPEJCTBaX U KOHPUTYpalU
NCTI/IH;

uMeeT (puanueckui JOCTYNm K TEXHUYECKUM CpeICcTBaM  00pabOoTKU
nH(OPMAIMK U CPEACTBAM 3aIUTHI;

3HAET, 10 MEHBIIICH Mepe, OJTHO JIETATHHOE UMS JOCTYTIA.



6. TPEBOBAHUSA K ITIEPCOHAJIY 1O OBECHHEYEHUIO
SALHIUTHI I On

Bcee corpynnuku Oneparopa, sBistomuecs noiap3oBareasamu UCIT/H, T0mKHBI
YETKO 3HATh W CTPOTO BBIMOJHITH YCTAHOBJIEHHBIE MpaBUjiia U OOS3aHHOCTH IO
JOCTYIy K 3allUIIaéMbIM OOBEKTaM U COOJIOJICHUIO TMPUHSATOTO peXUMa
oe3omacuoctu I1/1H.

[Ipy BCTymiieHHMM B JOJDKHOCTh HOBOTO COTPYAHMKA HEMOCPEACTBEHHbBIN
HayaJdbHUK TOAPA3JCICHUsI, B KOTOPOE OH IMOCTyMaer, o0s3aH OpraHU30BaTh €ro
O3HAKOMIJICHHE C JOJDKHOCTHOM HMHCTPYKIMEH W HEOoOXOAUMBIMHU JOKYMEHTaMHu,
periiaMmeHTupyronmmMu Tpebosanus no 3amwurte [1/IH, a Takke oOyueHHE HaBbIKAM
BBITIOJIHEHUSI TIPOLIETYP, HEOOXOIUMBIX NI CAHKIIMOHUPOBAHHOTO HCIOJIb30BaHMUS
NCIIH.

CoTpyIHUK JOJKEH OBITh 03HAKOMJIEH CO CBeJeHUsAMH Hactosel [lonutuku,
NPUHSATHIX npouenyp padotsl ¢ s3nementamu UCITIn u C3I1/H.

Corpynnukun  Omneparopa, HCTIOJB3YIOIIME  TEXHUYECKHME  CpPEICTBA
ayTeHTU(UKAIIUK, JOJKHBI O0OECleunBaTh COXPAHHOCTh HACHTH(HUKATOPOB
(37eKTpOHHBIX Kitouel) u He monyckath HCJ] x HUM, a Takke BO3MOXKHOCTH HX
yTEPH WM UCIOJIL30BAHUS TPEThUMH JinliaMu. [losib30BaTe N HECYT MEPCOHATBLHYIO
OTBETCTBEHHOCTh 3a COXPAHHOCTb UJIEHTHU(UKATOPOB.

Cotpynnuku OrnepaTopa JTOJDKHBI CIIEIOBAaTh YCTAHOBJIEHHBIM MIpolieaypam
nojaaepxkanus pexxuma oesomnacHoctu [1J{H mpu BeIOOpE U MCHOIB30BAHUU TTAPOJICH
(ecu HE UCTIOJIB3YIOTCSI TEXHUYECKHE CPEJICTBA Ay TCHTU(UKAIINH ).

Cotpynnuku Omepatopa JOJDKHBI OO0ECMEYMBATH HAJUICKAINIYIO 3aIUTY
000pyI0BaHMS, OCTABISIEMOTr0 0€3 MPUCMOTPa, OCOOCHHO B TEX CIydasiX, KOrja B
MOMEIIEHNE UMEIOT JOCTYI MOCTOPOHHME Juila. Bece mosb3oBarenu JOKHBI 3HATH
TpeboBanuss mo Oe3zonacHoctu [IJlH u mpoueaypsl 3amUTBl 00O0pYIOBaHUS,
OCTaBJICHHOTO 0€3 MPHCMOTpPa, a TaKKe CBOU 00S3aHHOCTU MO 0OECIICUCHHIO TaKOMH
3aIUTBHI.

CoTpynHHMKaM 3amlpeliaeTcss ycTaHaBIWMBaTh MOCTOPOHHEE MPOrpaMMHOE
oOecrieueHre, TMOJAKIIOYATh JIMUHBIE MOOWIBHBIE YCTPOMCTBA W  HOCHUTENH
nH(popMaInK, a TaKkKe 3aMUChIBaTh HA HUX 3allUIIAeMyI0 HHGOPMALIUIO.

CoTpynHHMKaM 3ampeniaeTcsi pasriamaTrh 3alldilaeMyro  HH(opMaluio,
KOTOpasi cTajla MM H3BECTHA IMpu paboTe ¢ HHGOPMAIMOHHBIMU CHCTEMaMHU
Oneparopa, TpeTbUM JIUIIAM.

ITpu pab6ote ¢ IIJn B UCII[In corpyanuku OmnepaTopa oOs3aHbl 00€CIEYUTh
OTCYTCTBHE BO3MOXHOCTH npocmoTpa [I/IH TpeTbumu nunamu ¢ MOHUTOpOoB APM
WJIU TEPMUHAJIOB.

IIpu 3aBepmienun padotel ¢ MCIIJIH coTpyaHuku o0s3aHbl 3amuTUTs APM
WM TEPMHUHAJBI C TOMOIIBIO OJIOKMPOBKU KJIFOYOM HWIJIM SKBUBAJIEHTHOTO CPECTBA
KOHTPOJISI, HAmpuMmep, JOCTYNOM [0 Mapojilo, €clid HE HCHOJb3ylTcs Oosee
CUJIbHBIE CPEJICTBA 3AILUTHI.



Cotpynnuku OmnepaTopa AOMKHBI OBITH NpOMH(POPMHUPOBAHBI 00 Yrpo3ax
HapylleHus: pexxuma Oe3omacHocTH [I/IH U OTBETCTBEHHOCTH 3a €ro HapyIICHHE.
OHM NOMKHBI OBITh O3HAKOMJIEHBI C YTBEPXKICHHOW (HOpMaIbHON IMPOIEIypOoit
HAJIOKEHUS JTUCUUILUIMHAPHBIX B3BICKAHWN HA COTPYAHUKOB, KOTOPBIE HAPYIIMIN
MPUHSTHIE TIOJIUTUKY U Tpolenypsl 6e3omacHoctu [1J[H.

CotpynHuku 00s13aHbl 0€3 mpoMeieHUs coo0IaTh 000 BCeX HaOJI0/IaeMbIX
WIK MOAO03pUTENbHBIX ciyyasx paborel WMCII/IH, Morymux mnoBiedb 3a coOoif
yrpo3bl Oe3zomacHoctu [IJ[H, a Takke O BBIABICHHBIX HMH COOBITHSAX,
3aTparuBaronux Oe3zomacHocTh [IJ[H, pYKOBOJACTBY moOApa3AcieHUuss MW JIUILY,
OTBEYAIOIIEMY 32 HEMEJJICHHOE pearupoBaHue Ha yrpo3sl Oe3omacHoctu [1J[H.

7. OTBETCTBEHHOCTb COTPYJIHUKOB

B cootBerctBum co ctT. 24 ®denepanbHoro 3akona Poccuiickoit denepanuu oT
27 nrons 2006 r. Ne 152-®3 «O mnepcoOHANbHBIX JAaHHBIX» JIUIA, BUHOBHBIC B
HapylleHuu TpeOoBaHU AaHHOro PeaepajbHOrO 3aKOHA, HECYT T'Pa)KAaHCKYIO,
YTOJIOBHYIO, aJIMUHHUCTPATUBHYIO, MUCLUIIMHAPHYID U HHYI MPEIYyCMOTPEHHYIO
3aKkoHOAATeIbCTBOM Poccuiickon denepaiii OTBETCTBEHHOCTb.

JleiicTBytoliee 3aKoHOAAaTeNbCTBO PD 103BOMSET NPEABABIATh TPEOOBAHUS 110
obOecrieuennto  Oe3omacHOM  pabOThl ¢ 3amumaeMoi  uHbopmanueil u
MpEyCMATPUBAET OTBETCTBEHHOCTh 33 HAPYUICHHE YCTAHOBJICHHBIX MPaBUI
skcrryarauuu 9BM u cucteMm, HempaBOMEpPHBIN AOCTYN K MH(GOPMALIMH, €CIH 3TH
JEUCTBUSI TPUBEIN K YHUUYTOXKEHHUIO, OJIOKMPOBaHHIO, MOAU(PUKATMUUHPOPMAIUU
WK HapyiieHuto padbotel OBM wmiwm cerelt (ctatbu 272,273 u 274 YK PO).

Anmvunuctpatopbl 6e3omacHoctu VCIIJIH HecyT OTBETCTBEHHOCTh 3a BCE
NEUCTBUSA, COBEPIICHHBIE OT UMEHU UX YYETHBIX 3alIMCEN WM CUCTEMHBIX YUETHBIX
3amMce, eciau He JoKa3aH (PaKT HEeCAaHKIIMOHUPOBAHHOTO MCIOJIb30BaHUS YUETHBIX
3anucei.

IIpn Hapymenusix corpyaHukamu Omneparopa - mnonbs3oBareneit WCIIH
npaBWi, CBA3aHHbIX C Oe3omacHocThio II/[H, OHM HecyT OTBETCTBEHHOCTb,
YCTaHOBJIICHHYIO JEUCTBYIOIIHUM 3aKOHOAATENbCTBOM Poccuiickon denepanuni.
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